SECURE REMOTE
WORKING
Advice on keeping your business secure

Secure Remote Working
March 2020 saw a fundamental change to the way in which many had been working,
with remote working being the “new normal”. This perhaps hastened an existing trend
towards remote and flexible working, and the speed at which businesses were forced
to adapt meant that temporary solutions which allowed for the continuation of work
were implemented.
Over time, with lockdown restrictions easing, some workplaces will return to officebased working, some will continue to offer flexible/remote working and others may
adopt a hybrid approach. Whichever model your business chooses, you will need to
think about your IT security.
In what follows, we will highlight some of the most important things to consider to
ensure your business remains secure when some of your workforce is working
remotely.
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General Information for Secure Remote Working
• Remote users may need to use different software (or familiar applications in a
different way) when working remotely.
◦ Consider producing a series of user guides (Shackleton will have a range of
user guides available for download from the website)
• Staff are more likely to have their devices stolen (or lose them) when they are
away from the office or home. Make sure devices encrypt data whilst at rest,
which will protect data on the device if it is lost or stolen. Most modern devices
have encryption built in, but encryption may still need to be turned on and
configured.
• Most devices include tools that can be used to remotely lock access to the
device, erase the data stored on it, or retrieve a backup of this data. You can also
use mobile device management software to set up devices with a standard
configuration. Make sure you know how to use this, perhaps keep a guide
somewhere safe in case you need to use it.
• Use two-factor authentication (2FA)
• Make sure staff know how to report any problems. This is especially important for
security issues.
• Consider providing security awareness training for staff (Shackleton can provide
information on our Security Awareness Training and Testing).
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DEVICE SECURITY
COMPANY DEVICES
Devices are more at risk when removed from the office environment, regardless of
whether staff are using their own or company devices. It is important that staff
understand the risks and how to minimise these.
Staff should:
• Keep devices in a safe place when not in use
• Know who to contact if a device is lost or stolen and should be encouraged to do
so as soon as possible
• If not centrally managed, staff should know how to keep software up-to-date and
apply any patches/updates promptly
• Use strong passwords for user accounts and implement multi-factor
authentication where available
• Be aware of who can see data on the device when working remotely and take
precautions
• Lock their screen when the machine is not in use or if used in a public
environment
Benefits of using company devices
• More control over software installed
• Security such as anti-virus should already be in place
• Operating system updates can be more easily controlled
• Easier to have a policy to say what the machine can/cannot be used for
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BRING YOUR OWN DEVICE (BYOD)
Workers may want to use their own laptops, smartphones and tablets to carry out
their role when working remotely. One clear advantage is that the user will be familiar
with the device and it can save carrying both work and personal devices around when
out and about. It can also minimise overheads for the business.
However, organisations should still apply appropriate security controls and monitoring
to devices if they are to be adequately secured.
BYOD can also raise challenges when it comes to GDPR. The potential loss of visibility
if employees use devices the employer cannot easily monitor can be an issue. On one
hand, employees are unlikely to want to have their online activity visible to others on
their own devices. On the other, if they are handling sensitive information on their own
devices then there is a risk data security is weakened. Under GDPR regulations a
business is responsible for ANY device that can retrieve customer data.
If there is not full network visibility of employee devices used for this purpose, then it
could end up breaching GDPR regulations. Balancing your organisation's need to
protect its data and systems against the expectations of the device owner can be
difficult.
Additional Risks
• Less control and visibility of a user's personal devices
• Higher risk of data loss (devices being lost/stolen, user error, malicious deletion
of data, cyber attack)
• If you are signed up to a security scheme, such as Cyber Essentials, it is unlikely
that the use of BYOD devices to access company data has been authorised and
this might invalidate your coverage as part of the scheme
• Malicious exploitation of devices as a result of weak security configuration (e.g.
no data at rest encryption leading to data extraction)
• Higher likelihood of unsupported or out-of-date devices, leading to exploitation
of known security vulnerabilities
• Additional exposure of devices to threats as a result of being used in a broader
personal context, such as user sharing devices or passwords with others
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However, with the right technical and procedural controls, many of these risks can be
managed. How you might achieve this depends on the mix of technology you use.
As a minimum you need to:
• Develop a BYOD Policy - Your BYOD policy should clarify both organisational and
employee responsibilities. For more information on developing a comprehensive
BYOD policy, visit the National Cyber Security Centre BYOD Policy
• Ensure that users have installed anti-virus on their devices
• Require that staff keep software up-to-date and apply any patches/updates
promptly
• If using a personal device to remote access a company device, transferring files
from one to the other should be avoided
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Securing a Home Wi-Fi Network
Secure home networks are essential when it comes to keeping out attackers and
protecting your company’s information assets.

There are several things that staff can do to secure a home Wi-Fi network:
Change the default username and password on the router - Wi-Fi providers
automatically assign a username and password to the network and hackers can easily
find these default passwords online. If they can gain entry to the network, they can
change the password to whatever they like, lock the owner out and hijack the network
Turn on Wireless Network Encryption - Encryption is one of the most effective ways
of safeguarding your network data. Encryption works by scrambling your data or the
contents of a message so that it cannot be deciphered by hackers.
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The most secure type of encryption to use for your home Wi-Fi network is WPA3. If
you have older devices however, they may not be compatible with WPA3. It is
important to use WPA 2 as a minimum. WPA is a retired standard, very easily broken
and should not be used.
To check if your router uses WPA3 encryption, look at your network settings and
check the wireless properties. This will enable you to select the best encryption
method when you join a wireless network.
Change your network name - When you are initially setting up your home network you
will be asked to create a publicly visible network name, otherwise known as a SSID
(Service Set identifier). Most devices are configured with a default network name that
has been allocated by the manufacturer. If you do change the name, make sure to
change it to something which doesn't identify its location - don't use your name or
address for example.
Keep router software up-to-date - Most Wi-Fi routers will contain a built-in network
firewall which will protect broadband connections and prevent any network attacks
from intruders. They will also have an option to be disabled so it’s important to check
that your home router’s firewall is turned on to add another layer of protection to your
home security.
Enable MAC address filtering - Most broadband routers will have a unique identifier
called the physical address or Media Access Control (MAC) address. This address aims
to improve security by limiting the number of devices that can hook up to the home
network. Homeowners have the option to type in the MAC addresses of all devices in
the home and this restricts the network to only allow connections from these
approved addresses. This provides another layer of security to help keep hackers at
bay.
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Accessing Your Business Network from Home

Use a VPN (Virtual Private Network) Virtual Private Networks (VPNs) allow remote
users to securely access your organisation's IT resources, such as email and file
services. VPNs create an encrypted network connection that authenticates the user
and/or device, and encrypts data in transit between the user and your services.
Additional licenses, capacity or bandwidth may be required if your organisation
normally has a limited number of remote users.
Allowing a VPN on a BYOD device is not recommended as this can introduce risks to
your company network.

Remote Desktop Servers (RDS) and Remote Desktop Gateways (RDG) are a means of
accessing all your data and applications and run them remotely from a machine based
in the office. The advantages of this are that your data never leaves the office so it’s
always secure. It also means that you have access to all your day-to-day line of
business applications as well as your data files.
Using BYOD devices to access an RDS or RDG setup is acceptable as long as no data is
copied between the local BYOD device and the remote company device.
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Removable Media
USB drives can contain lots of sensitive information, are easily misplaced, and when
inserted into your IT systems can introduce malware. When USB drives and cards are
openly shared, it becomes hard to track what they contain, where they've been, and
who has used them. You can reduce the likelihood of infection by:
• disabling removable media
• using antivirus tools where appropriate
• only allowing products supplied by the organisation to be used
• protecting data at rest (encrypt) on removable media
You can also ask staff to transfer files using alternative means (such as by using
corporate storage or collaboration tools), rather than via USB.
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Phishing
Phising is when cybercriminals attempt to trick users into, for example, clicking a bad
link that will download malware or directing them to an unsafe website where they are
prompted to enter their credentials.
Even with good multi-layered security in place such as anti-spam filters, some
malicious emails can still slip through. Phishing emails can affect an organisation of
any size. It may be part of a mass campaign against many organisations or a targeted
attack again your organisation.
There are a number of ways you can protect your organisation from phishing attacks:

MAKE IT DIFFICULT FOR ATTACKERS TO REACH YOUR USERS
Reduce information available to attackers - Attackers use publicly available
information about your organisation and users to make their phishing messages more
convincing. This is often gleaned from your website and social media accounts. You
should consider what visitors to your website need to know and what level of detail is
necessary. Ensure your team is made aware of the risks of sharing personal
information.
Filter or block incoming phishing emails - Filtering or blocking a phishing email before
it reaches your users not only reduces the probability of a phishing incident; it also
reduces the amount of time users need to spend checking and reporting emails.
Ensure you have anti-spam filtering for all users.

HELP USERS IDENTIFY AND REPORT SUSPECTED PHISHING EMAILS
Cyber Security Awareness and Training - It is vital that users are made aware of the
risk of phishing and receive training in how they can spot a phishing email and what to
do in the event that they receive one. Training should be ongoing and comprehensive*,
but here are some tips that can help:
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Do you know the sender? - Even if you do, it is still worth being on guard. Spammers
can disguise unwanted emails.
Confirming personal information - Whilst an email might look authentic, suspicious
emails may make requests for personal information that you would not normally
provide, such as banking information or login credentials.
Fraudulent email and web addresses - Brand logos and trademarks do not guarantee
that an email is real. Hackers can download images from the internet to mimic an
existing company.
Bad links - Phishing emails often invite users to click on a link which will take them to
a website which may look official but is set up to collect confidential information such
as usernames or passwords. These links may also install malware on to a device. It is
important to check links and only click a link if you confirm first that the sender is
genuine.
If an email contains a link, take the time to examine it. If you look at the URL as a
residential address, this can help identify the source of the link. For example:
Example of a valid link

Working backwards:
• Do you recognise the city? (.com/.co.uk/.gov)
• Do you recognise the street? (google, yahoo, hotmail)
• Do you recognise the house name? (myaccount, name, name.surname)
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Example of a phishing link

Note: The start looks almost identical to the valid address, it is only once it has been
broken down and read backwards that you notice the inconsistencies of the link.
Grammar - Phishing emails can often contain grammatical errors and conflicting
sentence structuring. Think about the language and tone used when receiving emails
from colleagues and partners throughout your organisation. Does it seem consistent
with what you usually receive from them?
Scenarios - Phishing emails often attempt to create a sense of worry. For example,
"you have been locked out of your account". If you are unsure contact the company
directly via an alternative method.
Attachments - Attachments can contain malware. Don't open unless you are sure they
are trusted/safe.
*Shackleton can provide a comprehensive Security and Awareness Training programme for
users.
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PROTECT YOUR ORGANISATION FROM THE EFFECTS OF UNDETECTED
PHISHING EMAILS
Unfortunately, it is not possible to stop all attacks. It is, therefore, important to know
how to minimise the impact of undetected phishing attacks.
Protect your device from malware - Malware is often hidden in phishing emails, or in
websites that they link to. Well configured devices and good end point defences can
stop malware installing, even if the email is clicked. You can also prevent attackers
from using known vulnerabilities by only using supported software and devices. Make
sure that software and devices are always kept up to date with the latest patches.
Protect your users from malicious websites - Links to malicious websites are often a
key part of a phishing email. However, if the link is unable to open the website, then
the attack cannot continue. Most modern, up-to-date browsers will block known
phishing and malware sites, but you should also have web filtering in place such as
OpenDNS.
Protect your accounts with effective authentication and authorisation - Passwords are
a key target for attackers, particularly if they are for accounts with privileges such as
access to sensitive information, handling financial assets, or administering IT systems.
You should make your login process to all accounts more resistant to phishing, and
limit the number of accounts with privileged access to the absolute minimum.
Use Two-Factor Authentication - Add additional security to your login process by
setting up Two Factor Authentication (2FA). Having a second factor means that an
attacker cannot access an account using just a stolen password.
Limit User Privileges - The damage an attacker can cause is proportionate to the
privileges allocated to the credentials they have stolen. Only provide privileged access
to people who need it for their roles. Regularly review these and revoke privileges if no
longer needed.
Remove or suspend redundant accounts that are no longer being used, such as when a
member of your organisation leaves or moves to a new role.
Consider reviewing your password policies. Doing so may (for example) reduce the
chance likelihood of staff re-using passwords across home and work accounts.
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RESPOND QUICKLY TO INCIDENTS
Detect incidents quickly - Knowing about an incident sooner rather than later allows
you to limit the harm it can cause.
Ensure users know in advance how they can report incidents. They must know that
they know they can do this in a blame-free way so that they don't avoid reporting
breaches. Bear in mind that they may be unable to access normal means of
communication if their device is compromised.
Have an incident response plan - Once an incident is discovered, you need to know
what to do to prevent any further harm as quickly as possible.
Ensure that your organisation knows what to do in the case of different types of
incidents. For example, how will you force a password reset if the password is
compromised? Who is responsible for removing malware from a device, and how will
they do it?
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CONTACT US
If you would like to find out more about Secure Remote Working, then please contact us in
the usual way through:

enquiries@shacktech.co.uk
01382 250900
Or contact your Client Account Manager.
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